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Responsiveness and Patience

O Systems that respond to user actions quickly
(within 100ms) feel more fluid and natural

—[Card et al. SIGCHI Conference on Human factors in computing systems ’91]
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Responsiveness of Web Applications

0 Google: 99%-ile latency in tens of milliseconds
—[Lo et al. ISCA’/ 5]

0 Amazon: |00ms latency increase -> |% sales
decrease —[Kohavi et al. Computer’07]

00 Websites Service Level Objective(SLO):

tail IatenC)’ —[Beset. Operating Systems Review’|2]
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Very Short Intermittent DDoS
Attacks (VSI-DDoS)

O Hurt the responsiveness of web services (Long
tail latency problem)

95 percentile latency >1Is
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IVery Short Bottleneck (VSB)

0 A performance vulnerability in n-tier systems

Very short bottlenecks (tens or hundreds of milli-seconds)
—[Wang et al. ICDCS’| 7,TRIOS’ 1 4]

Very long response time (seconds)

0 VSI-DDoS Attack Approach

Create very short bottleneck (VSBs), causing long
tail latency
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IVSI—DDOS Attacks Scenario

JON: a burst of HT TP requests
JOFF: null

On- Burst N

Z

~E . <2 N

Al e Al

OFF- Bu rstﬂ

11/2/2017 | 3th EAl International Conference on Security and Privacy in Communication 6



Benchmark Application

0 RUBBoS benchmark

Bulletin board system like Slashdot (www.slashdot.org)

N-tier architecture

24 web interactions

Slashdot stories Al Popular Pols £ Deas | Submit

Login or Sign up

Devices Build Enterfainment Technology Open Source Science YRO f2 wE

&& Catch up on stories from the past week (and beyond) at the Slashdot story archive

Leave It To the Heat to Dull Autumn's Glory

L Posted by msmash on Monday October 16, 2017 @02:17Pht from the changing-fimes dept

It's autumn. Somebody tell the trees. From a report

Ordinarlly. two signals alert deciduous trees that if's time to relinquish the green hues of summer in faver of autumr's yellows, oranges and reds. First, the days begin to grow shorter. Second. the temperature begins to drop. But this year.

warm weather across most of the U.S. has tricked trees into delaying the onset of fall's color in the easter half of the country have been as much as 15 degress above normal since mid-September, and the

warmth s expected to persist through the end of October. The unfortunate result for leaf peepers is a lackluster fall. Tuwo kinds of pigments produce the season's liveliest foliage. Carotenaid, responsible for yellows and oranges. is always present in
for reds and deep purples, is different. Not all deciduous trees have this pigment, and those that do manufacture it from

leaves but is usually masked by chlorophyll. The initial trigger for its is shorter days y
scratch in the fall. The primary tiigger for its appearance is lower temperatures. Without that cooling cue. the colors of maple and other species that generally ignite New England with brilliant reds this time of year are likely to fizzle

science usa climatechange %

Slashdot Deals

Astronomers Strike Gravitational Gold In Colliding Neutron Stars  (npr

L  Posied by msmash on Monday Oclober 16, 2017 @12:47PM from the breakthrough dept.

For the first time. scientists have caught two neutron stars in the act of colliding, revealing that these strange smash-ups are the source of heavy elements such as gold and platinum. From a report

The discovery, announced today at a news conference and in scientific reports written by some 3,500 researchers, solves a long-standing mystery about the origin of these heavy elements — which are found in everything from wedding rings to
by humanity's newfound abilty to detect gravitational waves, ripples In the fabric of space-time that are created when massive objects spin

cellphones ta nuclear weapons. s also a dramatic on of how astrophysics is being

around each other and finally collide. “It's so beautiful. It's so beautiful it makes me want to cry. Its the fulfiliment of dozens. hundreds. thousands of peoples efforts, but it also the fulfilment of an idea suddenly becoming real.” says Peter Saulson

of Syracuse University, who has spent more than three decades working on the detection of gravitational waves. Albert Einstein predicted the existence of these ripples more than a century ago. but scientists didn't manage to detect them wntil 2015

Until now., they'd made anly four such detections, and each time the distortions in space-time were caused by the collision of two black holes. That bizarre phenomenon, however, cant normally be seen by telescopes that look for light. Neutron stars,

by contrast, spew out visible cosmic fireworks when they come together. These Incredibly dense stars are as small as cities like New York and yet have more mass than our sun SRDUING ;
eBOOK 88% OFF

BUNDLE

Further reading. ‘A New Rosetta Stone for Astronomy’ (The Atlantic), and Wave Hit Mother Lode (Scientific American).

science space %

fwind
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Experimental Sample Topology

0 Attackers’ workloads: Apache Bench

Web server App server DB server

Normal Clients

(¢) 1/1/1 sample topology

0 Normal clients’ workloads: RUBBoS Clients
Concurrent users (e.g., 3000 )
An average 7-second think time

11/2/2017 | 3th EAl International Conference on Security and Privacy in Communication 8



(1) A Concrete Attack Scenario
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(c) 1/1/1 sample topology
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(2) Milli-Bottlenecks in MySQL
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0 MySQL: very short ; t\
bottlenecks in MySQL(less
than 500ms) | %ﬁﬁ
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(c) 1/1/1 sample topology
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(3) Queue Overtlow Propagation

Apache — Tomcat ---- MySQL —
I | | | | I I
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Queue overflow (at 0.5s,2.5s, 4.5s, and 6.5s)

DDosS bot

O 3-tier System: queue overflow e \— )
from MySQL to Tomcat, Apache ﬁ%ﬁﬁ

Qg Apache Tomcat MySQL

Normal Clients

(c) 1/1/1 sample topology
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(4) Very Long Response Time

]
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Long Requests [#

Very Long Response Time(at 0.5s, 2.5s, 4.5s, and 6.5s)

DDoS bot

O Legitimate Users:
Earm Web server App server DB server

Queue full in Apache * r
HTTP I M

Drop new Req. by Apache b -

TCP retransmission (min: |s)

Tomcat MySQL

ormal Clients

Long response time(> | s) m ® ) /1/1 sample topology
)
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IDamage of VSI-DDoS Attacks

0 95%-ile latency of the target system > | second

&
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VSI-DDoS Attacks is harmful to tail-latency
sensitive web applications (e.g., e-payment, web
search, online gaming)

J

\_/ Response time [s]
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Stealthiness of VSI-DDoS Attacks

_ Apache — Tomcat MySQL —
T
o o . | Na_orai .
E gg M'QM ( M <~ Fine-grained: 50ms
g 2 - h H ‘ \ (e.g., collectl)
p " Timeline [s] @
@ VSI-DDoS Attacks is stealthy to
defense tools and Cloud scaling ed: |s
_ Jat, top)
0 1 2 3 4 5 6 7 8

\_/
[ Defense Tools: Timeline [s]

Cisco Adaptive Security Appliance (Is)
Snort (Is)

U Cloud Scaling:

Amazon CloudWatch (Imin)
Microsoft Azure Application Insights (I min)
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Challenges to Launch Effective VSI-DDoS
Attacks

1 How to trigger Very Short Bottleneck (VSB)?
» HTTP Burst

» HTTP Request Burst Definition
Length Length Length

Requests

Attacking HTTP

»
»

»

«—> < .
Interval Interval Time

1 How to quantify the damage of VSI-DDoS Attacks?
» Tail latency (percentile response time)
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VSI-DDoS Attacks Control Framework

VSI-DDoS

—

F Proflllng \

\ \Scan Categorize, Select

//

Target Web System

/" Web App. DB
Server(s) Server(s) Server(s)

attack
| failed

Attacking

\Deploy Launch, Momtor/
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1)Profilin T
5 > 4./ Profiling
'x\Scan, Categorize, Select fﬁ'
OSelect attack requests i W S

Profile end-end service time of HT TP requests

Req. with long service time as candidate attack req.

Apache Tomcat MySQL
T H1TP
call 2
IlZ 3. call .
| I S.call |
il
end_end 5 . 7. return
) . £ Ilg 9.call |
service time | il
. 11.return Illo
15. HTTP 13. return I112
return Illtl
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I (2)Training /" Training
\_ VLI

_A VSI-DDoS

= L L L
) - | <> =g |
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b3

Optimal attacking parameters

Effective VSBs + Long tail latency + Moderate average
utilization
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Drops of
legitimate
requests

attack burst (B) -> Very short bottlenecks (milliseconds) ->

fill up n-th queue -> fill up all queues ->

drop new requests ->
long response time (TCP retr. Timeout: seconds)

0 Approach:increase V step by step until occurrence
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ITraining: optimal burst length L

AOptimal L to occupy queue as long as possible

Apach% Tomcat MySQL

| C, C,

L IO WO = 11
Q, Q Q,

Q: Queuessize, C: Capacity, A: Request rate

OApproach: L = end-end service time of attacking
requests
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IT raining: optimal burst Interval [

[#

) <L> <L> - >
a Optimal / J
2
<
<T> <> T|me

too long, attack fail
too short, flooding DDoS

0 Approach: Increase/Reduce /step by step until
achieving the attack goal
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(3)Attacking l-*/ Attacklng

x Deploy, Launch, Monltor/;

VSI-DDoS
/ Profllln ™
\ Scan, CategorlzegSeIect i Target Web SyStem
\“L""""* - / Web App. DB \‘.
r Server(s) Server(s) Server(s)
Trammg \‘L
"\\ V, L, | ) //‘

e NS —— A i\ 1 : L ) - ) 9 . .
attack T @d“e e ¥
fa|Ied SN S P

Attacklng

\Deploy Launch, Momtor/

Redo if attack failed
Variation of background workload or system state

Further detailed control refers to our ACM CCS’|7 Paper
“Tail Attacks on Web Applications”
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IPossible Countermeasures

JFine-Grained VSBs Detection
High overhead

O Threshold-Based Monitoring and Detection

Too high threshold, can not detect anomalies

Too low threshold, high false positive error

JUser Behavior Model Validation

Distinguish humans and bots
Bots learn from those model
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Conclusion

0 A low-volume application layer DDoS attacks:VSI-DDoS
Attacks

0 Very Short Bottlenecks + Long-tail latency + Moderate
average utilization
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Thank You.
Any Questions!?
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Backup

Extras
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Coordinate and Synchronize Bots

OCentralized

—[Guirguis et al. ICNP’04, Zhang et al. NDSS’07, Ramamurthy et al. ATC’08]

1 Decentralized
—[Ke et al. AsiaCCS’1 6]

M. Guirguis, A. Bestavros, and |. Matta. Exploiting the transients of adaptation for roq
attacks on internet resources. In IEEE ICNP, 2004

P. Ramamurthy,V. Sekar, A. Akella, B. Krishnamurthy, and A. Shaikh. Remote profiling
of resource constraints of web servers using mini-flash crowds. In USENIX ATC,

2008

Y. Zhang, Z. M. Mao, and |.Wang. Low-rate tcp-targeted dos attack disrupts internet
routing. In NDSS, 2007

Y.-M. Ke, C.-W. Chen, H.-C. Hsiao, A. Perrig, and V. Sekar. Cicadas: Congesting the
internet with coordinated and decentralized pulsating attacks. In AsiaCCS, 2016.
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Related Works: Pulsating DDoS Attacks

Low-rate network-layer pulsating DDoS attacks
—[Kuzmanovic et al. SIGCOMM’03, Guirguis et al. ICNP’04]

Temporarily saturate the network bandwidth in TCP layer

A. Kuzmanovic and E.W. Knightly. Low-rate tcp-targeted denial of service attacks: the S h I"EW vs. the mice and elephants. In
ACM SIGCOMM, 2003.

M. Guirguis,A. Bestavros, and |. Matta. Exploiting the transients of adaptation for I"OC| attacks on internet
resources. In IEEE ICNP, 2004
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VSI-DDoS Attacks under Cloud Scaling

lliurst Vﬂllume . I ﬁumt Vullume i
500 - 500 s
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(a) Scaling CPU cores of MySQL. (b) Scaling Virtual Machines of MySQL.
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VSI-DDoS Attacks under Deftense Tools

Table 1: Measured HTTP traffic in the cases of 95th, 98th and 99th
percentile response time (>1s) as candidate attacking goals. All of
measured metrics are less than the predefined thresholds set based on system
capacity when the corresponding attacking goal is achieved.

Metrics

Threshold

2000 low load
95th 98th 99th B/L

4000 high load
95th 98th 99th B/L

In. packets(#/min)
Out. packets(# /min)
In. speed(MB/sec)
Out. speed(MB /sec)

299K
349K
9.32

17.83

158K 119K 111K 99K
171K 134K 127K 116K
468 3.96 3.62 3.11
7.62 6.83 6.48 5.94

224K 214K 208K 201K
259K 249K 241K 233K
7.08 6.76 6.45 6.23
12.78 12.46 12.12 11.89

In.: HTTP Incoming, Out.: HTTP Outgoing, B /L: Baseline
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- .-\""-\.

Proflllng N

Scan Categorize, Select,

1Choose attack requests B ,/

(1)Profiling e

(a)Scanning the supported HTTP requests
GET requests: crawling tools (e.g., scrapy)
POST requests: browser-based tools (e.g., Phantom|S)

(b)ldentifying candidate attack requests

Reqg. with long service time as candidate attack req.
Consume more resources, low attack cost

(c)Selecting attack requests

Reasonable request flow to cater to user behavior model
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Training: optimal burst volume V

0 Optimal V to create effective VSBs to cause long tail latency

10000 . | 10000
#1000 2 F1000 | y
2 100 1 2 100
[P (=P} o
= 10 {1 510
P @
o 1 | | ! i E 1! I | il | | 1
= 500 1000 1500 2000 0 1007 1500 2000
Response Time [ms] Response Time [ms]

(a) 20 requests per burst case. (b) 100 requests per burst case.

OApproach: increase V step by step until occurrence
of long response time
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Training: upper bound of attack volume V

=50ms I=7s ---*---

=50|ms I=|7s —Il— |

6 7 8 9
Response time [s]

too highV triggers target systems to alarm users

CDF of Response time

whether this volume will trigger the alarm as a signal
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Training: optimal burst length L

=
=

CDF of Response time

Response time [s]
0 the Best L: 50ms
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Training: optimal burst Interval I
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Response time [s]
0 Reduce the interval step by step (e.g., 5s) until

the percentile RT meets the attacking goal
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A Life-time of a Request in the N-tier
System (How to Process a Request)

N-tier: the call/response RPC (Remote Procedure
Call) style synchronous communication

Apache Tomcat MySQL
1. HTTP
call
. B4 5. call
adil It
s B # =TT o —
£ Ilg 9. call
. 11.return lllo
15, HTTP 13, return Il12
return 114
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Asynchronization

0 Can reduce TCP retransmission
00 Can not reduce the queued time

Overly large buffers result in longer queues and
higher latency
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I Buff Amplification

0 Queue size in User space, overhead

0 Bufferbloat: TCP backlog buff size in
Kernel space

Overly large buffers result in longer queues and
higher latency
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